# VirtuLearn

TRUSTED, ACCURATE AND
RELIABLE!

The most comprehensive IT certification
preparation materials in the industry!

All rights reserved. No part of this document may be reproduced, distributed, or transmitted in any form or by any means, including
photocopying, recording, or other electronic or mechanical methods, without the prior written permission of the publisher, except in the case

of brief quotationsiembodied in critical reviews and certain other non-commercial uses permitted by copyright law. Unauthorized copying,
reselling, or distribution of this document is strictly prohibited and may result in legal action.

https://www.virtulearner.com
support@virtulearner.com



Fortinet
FortiDDoS
FortiDDoS 4.0 Specialist



FortiDDoS

QUESTION: 1
Which is true regarding packets that match a do-not-track policy with the action Track and
Allow?

A. Packets are never dropped.

B. Source IP addresses are added to the legitimate IP (LIP) table.
C. Packets are not included in the statistics for threshold estimation.
D. Packets are assigned to SPP 0.

Answer(s): A

QUESTION: 2
Regarding the switching SPP feature, what is used to determine when FortiDDoS switches the
traffic to an alternate SPP?

A. Traffic volume

B. Destination IP addresses
C. Mitigated attacks

D. Blocked packets

Answer(s): A

QUESTION: 3

A FortiDDoS device is connected between a protected server and an Internet router. For the
aggressive aging feature, the administrator must manually add the router internal interface MAC
address to the FortiDDoS configuration.

Why does the FortiDDoS need this information?

A. To send RST packets to the protected server spoofing the router internal interface MAC
address.

B. To allow incoming traffic only from that specific MAC address.

C. To determine which traffic direction is incoming and which traffic direction is outgoing.
D. To allow outgoing traffic only to that specific MAC address.

Answer(s): A

QUESTION: 4

As the exhibit shows, a FortiDDoS port2 is connected to the protected server. Its port1 is
connected to the Internet. The FortiDDoS has 8 interfaces for user traffic. The exhibit also
shows a screenshot of the unit dashboard.

https://VirtuLearner.com



FortiDDoS

[ Add Portlet A" 711 System Status

2 stats [}) System Information b b Port 1 3 s 7 s In | B W
4 &j% i Firmiware Version FI800B v4.0.0,build0040,140203  [Update] @ & & & & o o o
”if iz’:ﬁ Serial Number FI300083913B00055 Port 2 | ¢« | 0| 8 || 12| 14]1
js:)‘ et Host Name FI800083913B00055 [Change] ® © & o o o o o
# 5] Maintenance System Time Tue Agr 2204:58:58 2014 [Change] Copper Byp

System Uptime 6d.11h,58m,10s

Effective HA Mode standalone SPPID 0 1 2 3 4 s & 7

reT— 40000019 Date: Dec 6, 2013 dpeat. @ @ @ @ @ © @ ©

omoundoper. @ @ @ @ @ @ @ @

Reboot ShutDown

[ License Information Dats Resolution: 5 Minutes SPP: SPPO v Period: 1 hour v

2 i 25K 4
Registration Not Registered ~ [Register] )
Hardware Expired [Renew] K o
Firmware Expired enew]
® ] = 15K
Enhanced Support Expired [Renew] E
i o
Comprehensive Support Expired [Renew]
IP Regulation Service Contract Date Espired [Renew] ik
IP Regulation Service Definitions Not Available [Update]
500

) CLI Console

Global Settings i - ) ol
cl to connect...
Protection Profiles 04:00 04:10 04:20 04:30

Port 1 Port 2

Network

Protected server

FortiDDoS

The administrator noticed that the statistics are showing all the traffic coming from the Internet
to the protected server as outbound, instead of inbound. Based on the exhibit, what is the cause
of this mislabeling?

A. The protected server is connected to a wrong FortiDDoS interface. It must be connected to
an interface from port 5 to port 8.

B. SPP 0 is operating in detection mode.

C. The SPP 0 link is down.

D. FortiDDoS interfaces are wrongly connected. The interface port1 must be connected to the
protected server and port2 must be connected to the Internet.
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